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HD-Sec Vision
Transformation of security-critical software development

» From an expensive iterative test-and-fix approach

* To a correctness-by-construction (CxC) approach

» Where formal modelling, verification and model transformation tools guide the design of software from requirements to implementation
Objectives
Systematic approaches for elicitation and formal modelling of security requirements.
Reusable formal abstractions of data trust mechanismes.
High-level abstractions and model transformations.
Soundness of the high-level abstractions and model transformations.
Enhance the open-source Rodin toolchain to support our techniques.
Validate the resulting CxC toolchain on industrial-strength case studies.
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* Including a functioning prototype secure application designed using our CxC tools and running on capability hardware.

Case Study: Smart Ballot Box' (SBB)
> Key functions of the Smart Ballot Box (SBB):
* Detect and decode a 2D barcode on a ballot paper.
« Verify if the decoded contents of the ballot paper are from a Ballot Marking Device (BMD).
« Valid ballot papers can be cast into the storage box of the SBB.
 Valid ballot papers can be spoiled and ejected out of the SBB if the voter choose to spoill
. their ballot. e

 Invalid ballot papers will be rejected by the SBB. 5{::: T
> Main security properties of the SBB: o
« Confidentiality : using encryption of the voter’s choices. == =t §
» Integrity: using message authentication to only accept valid ballots and reject invalid ballots. 3 4. 5

« Availability: is guaranteed by not preventing a voter from casting a valid ballot. Fig 1: Workflow of Ballot Marking & Smart Ballot Box Accept of Ballot~.

Formal Modelling of the SBB?
« Event-B: a refinement-based formal method for developing discrete transition systems. napers

* Formal system modelling /\

» Security at the system level: interaction between different system components. legitimate_papers illegitimate_papers

» lllustrate different possible security attacks. W

* Derive component specification. valid_papers invalid_papers cast_papers spoiled_papers
* Preserving availability properties through refinement.

Refinement Strategy

. Model an desl vting system where ol legiimate ballts can be cst

Fig 2: Different Types of ballot papers.

2. DiStinQUiSh between the different typeS Of ba”Ot Papers (Flg 2) V paper - paper € valid_papers = V paper - paper € valid_papers = V paper - paper € valid_papers =
. ! . . . paper_time(paper) 2 current_time - paper_time(paper) = current_time - paper_time(paper) 2 current_time -
and model possible attackers’ behaviour e.g., duplicate a valid ballot. expiry_duration expiry_duration expiry._duration
3. Introduce time and invalidate ballots with expired timestamp. A\ paper_voter(paper) ¢ A paper_encrypted_ballot(paper) & A paper_encrypted_ballot(paper) &
paper_voter[casted_papers] paper_encrypted_ballot[casted _papers] paper_encrypted_ballot[casted_papers]
Time can be also subject to malicious attacks e.g., delay the SBB clock s AT ) S FIERL R T AN D B Pl LI T e SO RS,
" ) paper_voter(paper) # paper_voter(sp) paper_encrypted_ballot(paper) # paper_encrypted_ballot(paper) #
4 App|y data refinement to introduce ballot encryption. V paper_vote(paper) # paper_vote(sp) paper_encrypted_ballot(sp) V paper_encrypted_ballot(sp) V
. . o V paper_time(paper) # paper_time(sp) paper_time(paper) # paper_time(sp)) paper_time(paper) # paper_time(sp))
5. Introduce message authentication to ensure the legitimacy of the ballots. ) A paper ¢ illegitimate_papers A paper_mac(paper) =
. . e . A paper & illegitimate_papers MACAIlgorithm(paper_time(paper)—pap
PI‘ESEI‘VI“Q Avallablllty Property by PI‘OVII‘Ig Event Enabledness er_encrypted_ballot(paper) = MACKey)
Guards of the abstract Event = Guards of the Concrete Event
From Event-B to SPARK - Ada Implementation prg%egU{e ca?; (page; : in(ME\g;Egde) Wi’{hd -
: : obal => roof In => , spoiled _arr, curr_time),
1. Decompose the Event-B model to obtain the software related variables and events. In_Out => (cast_arr, vote_count)),
2. Introduce a new refinement where we Data refine the Event-B structures that cannot Pre => ( already_cast(paper) = False

and then already_spoiled(paper) = False

be represented in SPARK into their possible corresponding constructs in SPARK Sid Eheh waldd ltine (papef] = True
e.g., sets => arrays and then validate barcode(paper) = True
3. Events in Event-B are translated into SPARK procedures where the event guards are . g aah vake. COUNE - Hax Notes) ;
o . . " Post => (already_cast(paper)
represented as preconditions and the event actions are translated into post conditions. and vote_count = vote_count' old + 1);
The More"o Fixec’ Virtualisation Platform (FPV) bdd[package] System of interest [System ofin:eres:]f/"I
* Testing and development in preparation of hardware
. . . «block» «block»
° Currently SUppOI‘tS CherlBSD, Andr0|d, and LInUX SBB Cast spoil selector
' . o : «block»
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Proceeding to hardware testing - Morello Board(1] - cPup
. . . : Display processor[1]
* Integrating physical Morello board and test rig ’ L bod 1 smaac
. . . . . . § allot ingest::Ballo : GPU[1
» Testing functionality, cybersecurity, and physical security i ingest unit ple expansion bus(2] {uniquel
ahEcts = S : SCP and MCP Sy?terrn C;on:rlol[ll
Ballot box housing . OR scam;er[l] : SODIMM DDR4[2] {unique}
: Housing[1] references
References : Roller mechanism[1] : Cast spoil selector
[1] Galois and Free & Fair. The BESSPIN Voting System (2019). 2 S;iﬁ;’;‘;‘-’;
[2] D. Dghaym, T.S. Hoang, M. Butler, R. Hu, L. Aniello, V. Sassone (2021) Verifying System-level Security of a
Smart Ballot Box. In ABZ 2021- 8 International Conference on rigorous State Based Methods.




