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THE SOLUTION

We propose a new system for linking SysML and
formal models.

Our system:

Is presented as a SysML model library, making it
reusable across projects.

Is a lightweight alternative to full translation.
Allows for iterative interaction between models
over the project lifecycle.

Allows for any appropriate formal modeling
method to be selected.

Works with existing SysML tooling.

THE STANDARD APPROACH
* Increased systems complexity and the rise of .
ubiquitous computing make the case for model-
based systems engineering.
SysML provides a means to capture requirements,
design systems, and attend to lifecycle
management but not to address correctness-by-
construction.
Some systems and subsystems require formal
model checking.
SysML models can be translated to formal models
via triple graph grammars or other means.’

THE CHALLENGE
Larger systems not requiring formal proof for their .
operations may contain subsystems which do.

Full model translation is an expensive and time- .
consuming undertaking. 1.
Model translation is often only conducted on full

SysML models as a “final” step, which is

iIncongruent with a lifecycle-based approach.

One way translation does not allow for

synchronisation between models and accordingly

decreases the value of both.?

CASE STUDY

The new requirement interchange system (RIS) presented here is demonstrated by way of a case study. This case study is currently in active development and consists of an ARM
Morello board with CheriBSD as operating system, which forms the heart of a larger system. This larger system is a smart ballot box which contains a number of off-the-shelf
components, structural components, and various interfaces. Microsoft STRIDE is used for threat modelling, Event-B for formal modelling and SysML for overall systems modelling. All
system requirements, including those derived from threat modelling, are captured in the SysML model and passed to the formal model if appropriate.3
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INTERCHANGE SEQUENCE: See Figure 1

1. Determine the formal modelling method to use and SysML model
document this decision. T
Derive requirements to pass to the formal model. v
Develop rationale for feedback from the formal model, . ey
including how to act on said feedback. "fzzjm';‘*"‘;z;:;; requirements for J
Ensure synchronisation between models, including S "Edeu'"g .
passing new requirements and returning to step two.
Construct or update the formal model.
Assure that the formal model is fit for purpose.
Conduct model checking assessing not only newly
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arequirement»
Formal Modelling Method Determination

drequirement»

Formal model Formal Modelling Requirements Setup

id = "MIR02"

text = "Model interchange requirement 02: The SysML
model shall include a dedicated package for collecting,
deriving and managing all requirements to be passed to a
formal model.”

id="MIRO1"

text = "Model interchange requirement 01: The SysML
model shall include documentation desaibing and jstifying
the formal modelling approach opted for."

Construct or
update formal
model

!

Assessing key o mp o
system pmpertiEE text = "Model interchange requirement 03: The SysML
\ . model shall, by way of either a <<Rationale>> note or
o, - preferably a linked document, described the expected
¢ revised requirements and source code returned from the
Model checking as

arequirement»
Return Rationale

#requirement»
Model Synchronisation System

id = "MIR04"

text = "Model interchange requirement 04: Any relewent
model changes shall be reflected in the MIRD2
requirements, reinitiating the forma modelling process and
updating the MIR03 process.”

formal model and how this is to be implemented into the
SysML model.” /:\

[formalModelUpdate]

aderiveReqi»

appropriate

arequirement»
Return Check

arequirementy»
No Parallel Updating

passed requirements but also the model as a whole. N
Determine if source code should be generated. UE::E:E’;""" '2;':,'5.?:32253:' |
Pass model checking results and source code (if gl A\ v MR s e e
generated) back to the SysML model. . x
10.Implement revised requirements and/or source code. [notNeeded]

F [needed]
11.Check formal model returns against the expected return. £ ——

f y k id =
Assessment uncler |I'!1|]|E'I'I'IEI'It revised text = "Model interchange requirement 07: The formal
Code generation

id = "MIR06"
text = "Model interchange regquirement 06: Updating o the
formal model shall proceed once requirements are passad

id = "MIR05"

text = "Model interchange requirement 05: The return from
the formal model shall be checked against the expected
results of MIRO3, with any variance triggering MIR04."

aderiveReqt»
«requirement»
Model Consistency Assessment

syn chronisation I'E[lllll’EI'l‘I ents or model shall be assessed for consistency with the SysiML
SYEtEI'I‘I source code \ ]

k. k. J
ey o ey - ey "

model with any variance addressed immediately and
thereafter triggering MIRD4."

MODEL INTERCHANGE REQUIREMENTS: See Figure 2

1. MIRO1: The SysML model shall include documentation
describing and justifying the formal modelling approach.
MIRO02: The SysML model shall include a dedicated
package for collecting, deriving and managing all
requirements to be passed to a formal model.
MIRO3: The SysML model shall, by way of either a
<<Rationale>> note or preferably a linked document, Mjﬁbqj \\d]
described the expected revised requirements and | -
source code returned from the formal model and how
this is to be implemented into the SysML model.
MIRO4: Any relevant model changes shall be reflected in
the MIR02 requirements, reinitiating the formal . =
modelling process and updating the MIR0O3 process.
MIROS: The return from the formal model shall be
checked against the expected results of MIR03, with any
variance triggering MIR04.
MIROG6: Updating the formal model shall proceed once
requirements are passed to it via MIR04 and shall cease
once revised requirements or source code is returned.
MIRO7: The formal model shall be assessed for
consistency with the SysML model with any variance
addressed immediately and thereatfter triggering MIR04.

Figure 1: Activity diagram for the RIS.
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Figure 2: The Requirement Interchange System.

arequirement»
Formal Modelling

arequirements
Multiple Ballot Tampering

arequirements
Repudiation Measures for Votes Cast

arequirement»
Ballot Paper Spoofing Mitigation

arequirement»
Preventing Information Disclosure

id = "TMRO5"

text = "Threat modelling requirement 05: In ad of
preventing information disclosure, the SBB shdl
not record any personal details or woting dics."

id ="TMR02"

text = "Threat modelling requirement 02: The
message authentication code shall be used to
ensure ballot integrity and mitigate agarst rdated
spoofing.”

id = "TMR04"

text = "Threat modelling requirement 04: The
possibility of repudiation shall be addressed by
anonymously recording cast and spal actions per
ballot and time of ballot.”

id="TMR11"

text = "Threat modelling requirement 11: The S8B
shall perform checks during ballot ingestion to

detect, and deal with, the insertion of maore than
one ballot.”

id = "5R03"
text = "SBB requirement 03: Formal vdidation shall
be conducted by way of an Event-B model.”

V

S

(from Threat Modelling Requirements) {from Threat Modelling Requirements) (from Threat Modelling Requirements) (from Threat Modelling Requirements)

arequirements
System Requirements in Event-B

arequirements
STRIDE Requirements in Event-B

arequirement»
Ballot ingestion

arequirement»
Timeliness

arequirements
Barcode Authentication

arequirements
Ballot encryption

id = "SR08"

text = "SBB requirement 08: The SBB shdl nat
be able to obtain voter detals from the bl
an must deal with it as an encrypted entity."

id = "SR06"

text = "SBB requirement 06: The SBB shall
have the ability to authenticate ballots using
an AES based MAC."

id = "SR05"

text = "SBB requirement 05: The SBE shall
have the ahility to assess the timely
submission of ballots and reated avalahility. "

id = "SR04"

text = "SBB requirement 04: The SBB shall
have the ability to scan ballots for validity,
rejecting invalid ballots and ingesting valid
hallots."

id = "FMRO1"

text = "Formal modelling requirement 01: Threat
mitigation requirements shall be reflected as
refinements in an Event-B model."

id = "FMR02"

text = "Formal modelling requirement 02:
System requirements shall be reflected as
refinements in an Event-B model.”
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|
|

|

' aderiveReqt» '
arequirements :
Ballot Handling and Threat Mitigation in :
|
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uderiveReqt» Event-B

uderiveReqt»
id = "FMR03"
text = "Formal modelling recuirement 03: The
Event-B model shall address the handling of
ballot papers and mitigation against reated

uderiveReqt»

I :
aderiveReqt» | «deriveReqgt»

uderiveReqt» |
arequirement» tderiveReqty»

Time and Availability in Event-B

id = "FMR04"
text = "Formal modelling requirement 04: The
Event-B model shall address the requirement !
for a time limit on ballot casting.”

arequirement»
Ballot Authentication in Event-B

1 id = "FMR0S"
text = "Formal modelling requiremert 05: The
Event-B model shall address ballot

arequirement»

authentication as a function of system Ballot Encryption in Event-B

requirements and threat mitigation.”

id = "FMRO&"

text = "Formal modelling requirement 06: The
Event-B model shall employ data refinement
to address the encrypted model elements.”
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Figure 3: Deriving requirements to pass to the formal model.

Notes

The Requirements Interchange System has two primary components: an activity sequence (Fig 1) and the top-level requirements that must be met (Fig 2).
Applying these to the case study yielded a set of primary requirements for formal modelling (Fig 3).

Figure 3 shows the process of deriving the first set of requirements to pass to the formal model from the SysML model. On Figure 1, this would be at step 2.
The activity diagram, RIS requirements package, and a document capture package are included in the current version of the model library.

The latest version of the model library is available at: htips://hd-sec.qgithub.io/publications/
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